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NORTH DAKOTA 

HOMELAND SECURITY 

ANTI-TERRORISM SUMMARY 

 

The North Dakota Open Source Anti-Terrorism Summary is a product of the North Dakota 

State and Local Intelligence Center (NDSLIC).  It provides open source news articles and 

information on terrorism, crime, and potential destructive or damaging acts of nature or 

unintentional acts.  Articles are placed in the Anti-Terrorism Summary to provide situational 

awareness for local law enforcement, first responders, government officials, and 

private/public infrastructure owners. 
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NDSLIC Disclaimer 

The Anti-Terrorism Summary is a non-commercial publication intended to 

educate and inform. Further reproduction or redistribution is subject to original 

copyright restrictions. NDSLIC provides no warranty of ownership of the 

copyright, or accuracy with respect to the original source material. 

 

QUICK LINKS

North Dakota 

Regional 

National 

International 

Banking and Finance Industry 

Chemical and Hazardous Materials 

Sector 

Commercial Facilities 

Communications Sector 

Critical Manufacturing 

Defense Industrial Base Sector 

Emergency Services 

 

Energy 

Food and Agriculture 

Government Sector (including 

Schools and Universities) 

Information Technology and 

Telecommunications 

National Monuments and Icons 

Postal and Shipping 

Public Health 

Transportation 

Water and Dams 

North Dakota Homeland Security 

Contacts 

 

 



UNCLASSIFIED 

UNCLASSIFIED 
 

North Dakota 

Sheriff prepares for neo-Nazi's visit to Leith. LEITH, N.D. – Grant County Sheriff Steve Bay said 
he’s not sure what to expect Sunday when Jeff Schoep, the leader of a national neo-Nazi group, 
drives into town. Source: http://www.inforum.com/event/article/id/412720/ 

Regional 

(Minnesota) State wood quarantine could cause problems in Minnesota. The discovery of the 
emerald ash borer in northwestern Wisconsin has led to a quarantine on transporting firewood 
from outside of Wisconsin’s Douglas County and halted transportation of unprocessed ash 
trees. Source: http://www.htrnews.com/viewart/20130915/MAN0101/309150182/State-
wood-quarantine-could-cause-problems-Minnesota 
 
(Montana) Bannack State Park re-opens Monday. Montana State Parks announced Bannack 
State Park will reopen September 9 after being closed since July 17 due to damage from a flash 
flood. Source: http://mtstandard.com/news/state-and-regional/bannack-state-park-re-opens-
monday/article_efae076e-06d1-5b19-8ef5-cc5fb8f24287.html 

National 

(Colorado) 318 ‘unaccounted for’ in Boulder; all BVSD schools closed Mon., Tues. Officials 
announced that all Boulder Valley School District schools will be closed September 16 and 
September 17 due to the impact of severe flooding around the State. Source: 
http://kdvr.com/2013/09/15/boulder-keeps-eye-on-sky-as-cleanup-continues/ 
 

Investigating Aaron Alexis. As the community begins to heal after Monday's shooting, new 
details are emerging that paint a picture of the damage left behind inside Building 197. Source: 
http://earlystart.blogs.cnn.com/2013/09/19/investigating-aaron-alexis/?iref=allsearch 

International 

(Canada) Diesel leaked from Sarnia pipeline reaches St. Clair River. Portions of a Sun-Canadian 

Pipeline were shut after low-sulphur diesel leaked from the pipeline in Sarnia September 10 

and reached the St. Clair River. Authorities are conducting tests and do not believe any 

petroleum-based contaminates reached the water. Source: 

http://www.thetimesherald.com/article/20130911/NEWS05/130911009/Diesel-leaked-from-

Sarnia-pipeline-reaches-St-Clair-River?gcheck=1 

http://www.inforum.com/event/article/id/412720/
http://www.htrnews.com/viewart/20130915/MAN0101/309150182/State-wood-quarantine-could-cause-problems-Minnesota
http://www.htrnews.com/viewart/20130915/MAN0101/309150182/State-wood-quarantine-could-cause-problems-Minnesota
http://mtstandard.com/news/state-and-regional/bannack-state-park-re-opens-monday/article_efae076e-06d1-5b19-8ef5-cc5fb8f24287.html
http://mtstandard.com/news/state-and-regional/bannack-state-park-re-opens-monday/article_efae076e-06d1-5b19-8ef5-cc5fb8f24287.html
http://kdvr.com/2013/09/15/boulder-keeps-eye-on-sky-as-cleanup-continues/
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http://www.thetimesherald.com/article/20130911/NEWS05/130911009/Diesel-leaked-from-Sarnia-pipeline-reaches-St-Clair-River?gcheck=1
http://www.thetimesherald.com/article/20130911/NEWS05/130911009/Diesel-leaked-from-Sarnia-pipeline-reaches-St-Clair-River?gcheck=1
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Banking and Finance Industry 

Do you trust your waiter? Hacked bank-card reader TEXTS your info to crims. A video 
advertising a compromised card reader was discovered on underweb forums that allows a 
customer's card info to be retained and extracted via a cable or by text message if the device is 
fitted with a SIM card. The sellers of the device also offer a money laundering service to buyers 
of the device that utilizes a network of corrupt merchants. Source: 
http://www.theregister.co.uk/2013/09/16/tampered_pos_market_surfaces/ 
 
NASDAQ website vulnerable to XSS attacks, expert says. A researcher from High-Tech Bridge 
identified several cross-site scripting (XSS) vulnerabilities on the Web site of the NASDAQ 
exchange that could be exploited for phishing attacks. NASDAQ corrected the issues but at least 
one vulnerability reportedly remains. Source: http://news.softpedia.com/news/NASDAQ-
Website-Vulnerable-to-XSS-Attacks-Expert-Says-383487.shtml 
 
Shopping cart malware compromises credit card information. Two Web sites belonging to the 
Outdoor Network had their shopping cart systems infected with malware, possible 
compromising customers’ names, addresses, credit card numbers, CVV codes, and card 
expiration dates. The compromise affects transaction made between December 2012 and July 
2013. Source: http://www.scmagazine.com/shopping-cart-malware-compromises-credit-card-
information/article/311006/ 
 
Experts spot targeted attack aimed at Asian financial institutions. Researchers at Websense 
identified a cybercrime campaign targeting financial institutions in Asian countries including 
Nepal, Pakistan, and the United Arab Emirates that uses fake remittance and currency exchange 
emails to deliver a variant of the Zeus banking trojan. Source: 
http://news.softpedia.com/news/Experts-Spot-Targeted-Attack-Aimed-at-Asian-Financial-
Institutions-381831.shtml 

Chemical and Hazardous Materials Sector 

Nothing Significant to Report 

Commercial Facilities 

Nothing Significant to Report 

Communications Sector 

Nothing Significant to Report 

http://www.theregister.co.uk/2013/09/16/tampered_pos_market_surfaces/
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Critical Manufacturing 

Toyota recalls vehicles a second time. Toyota announced a recall of about 780,000 vehicles 
previously recalled to correct weak rear tie rods due to the initial fix not working. The vehicles 
included in the recall are about 18,000 model year 2010 Lexus HS 250h vehicles, with the 
remainder made up of model year 2006-2011 Toyota RAV4 vehicles. Source: 
http://www.nytimes.com/2013/09/09/business/toyota-recalls-vehicles-a-second-time.html 

Defense/ Industry Base Sector 

(Alaska) Sorry conspiracy theorists, Alaska Army says websites down due to broken server. 
The September 9 shut down of 3 Alaska U.S. ArmyWeb sites was the result of a hardware issue 
and no military functions were compromised. Officials stated the sites should be back online 
September 10. Source: http://www.alaskadispatch.com/article/20130909/sorry-conspiracy-
theorists-alaska-army-says-websites-down-due-broken-server 

Emergency Services 

(Washington) Copper thieves disrupt 911 service. Police are searching for thieves responsible 
for stealing copper wire throughout Snohomish County during the summer of 2013 and 
disrupting 9-1-1 service on several occasions. Source: 
http://seattletimes.com/html/localnews/2021785362_coppertheftsxml.html 

Energy 

Anonymous supporter pleads guilty to launching DDoS attack against Koch. A hacker pleaded 
guilty to supporting a distributed denial-of-service (DDoS) attack led by the hacker group 
Anonymous against the Web site of Koch Industries in February 2011. Source: 
http://news.softpedia.com/news/Anonymous-Supporter-Pleads-Guilty-to-Launching-DDOS-
Attack-Against-Koch-382588.shtml 

Food and Agriculture 

FDA receives 89 reports of illness from Chobani yogurt. At least 89 people reported becoming 
ill to the U.S. Food and Drug Administration after eating Chobani Greek yogurt manufactured in 
Twin Falls, Idaho. Officials are still investigating the cause of the illness and have not confirmed 
the yogurt as the source. Source: http://news.msn.com/us/fda-receives-89-reports-of-illness-
from-chobani-yogurt 
 
General Mills announces voluntary recall of limited quantity of refrigerated Pillsbury 
Cinnamon Rolls with Icing. General Mills announced September 6 a voluntary recall of specific 
8-count single and double packages of Pillsbury Cinnamon Rolls with Icing as a precaution 
because the dough may contain fragments from a broken piece of plastic on the production 
line. Source: http://www.fda.gov/Safety/Recalls/ucm367695.htm 

http://www.nytimes.com/2013/09/09/business/toyota-recalls-vehicles-a-second-time.html
http://www.alaskadispatch.com/article/20130909/sorry-conspiracy-theorists-alaska-army-says-websites-down-due-broken-server
http://www.alaskadispatch.com/article/20130909/sorry-conspiracy-theorists-alaska-army-says-websites-down-due-broken-server
http://seattletimes.com/html/localnews/2021785362_coppertheftsxml.html
http://news.softpedia.com/news/Anonymous-Supporter-Pleads-Guilty-to-Launching-DDOS-Attack-Against-Koch-382588.shtml
http://news.softpedia.com/news/Anonymous-Supporter-Pleads-Guilty-to-Launching-DDOS-Attack-Against-Koch-382588.shtml
http://news.msn.com/us/fda-receives-89-reports-of-illness-from-chobani-yogurt
http://news.msn.com/us/fda-receives-89-reports-of-illness-from-chobani-yogurt
http://www.fda.gov/Safety/Recalls/ucm367695.htm
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(California) Galant recalls calzone for not listing egg and misbranding. California-based Galant 
Food Company recalled approximately 1,650 pounds of fresh or frozen calzone products 
September 6, including 10 ounce packages of ENZO’S Italian Combo Calzone and ENZO’S 
Chicken Fajita Calzone, because of misbranding and an undeclared allergen. Source: 
http://www.foodsafetynews.com/2013/09/galant-food-recalls-calzone-for-not-listing-allergen-
and-misbranding/#.Ui3z0bHD_IU 

Government Sector (including Schools and 

Universities) 

Refer to the National Section, item # 2 for related information. 

Information Technology and Telecommunications 

Android WebView vulnerability allows cybercriminals to install malicious software. 
Researchers at AVG Technologies identified a vulnerability in the WebView control in Android 
applications that can be used to install malware on users' devices. The vulnerability affects 
devices with versions of Android older than 4.2. Source: 
http://news.softpedia.com/news/Android-WebView-Vulnerability-Allows- Cybercriminals-to-
Install-Malicious-Software-383392.shtml 
 
Researchers find third variant of OS X Tibet malware. Intego researchers identified a third 
variant of the "Tibet" malware for OS X, dubbed OSX/Tibet.C. The new variant is distributed via 
a Java applet hosted on Web sites and uses several recently-patched Java vulnerabilities to 
attempt to install a backdoor on a victim's system. Source: 
http://news.softpedia.com/news/Researchers-Find-Third-Variant-of-OS-X-Tibet-Malware-
382447.shtml 
 
AVG warns of fake AVG antivirus apps hosted on Google Play. AVG Technologies reported 
finding at least 33 fake versions of the company’s antivirus app on Google Play. The fake apps 
change devices’ search options and spam victims with advertisements. Source: 
http://news.softpedia.com/news/AVG-Warns-of-Fake-AVG-Antivirus-Apps-Hosted-on-Google-
Play-381464.shtml 
 
Android malware uses SMTP to send stolen information. F-Secure researchers identified a 
piece of Android malware, Trojan:Android/SMSAgent.C, that uses SMTP servers to send back 
stolen information. The malware collects phone numbers, SMS messages, and recorded audio. 
Source: http://news.softpedia.com/news/Android-Malware-Uses-SMTP-to-Send-Stolen-
Information-381891.shtml 
 
Fraudsters abuse Google Calendar for Android to send out scam messages. Researchers at 
Webroot found that scammers are registering thousands of fake Google accounts and using the 

http://www.foodsafetynews.com/2013/09/galant-food-recalls-calzone-for-not-listing-allergen-and-misbranding/#.Ui3z0bHD_IU
http://www.foodsafetynews.com/2013/09/galant-food-recalls-calzone-for-not-listing-allergen-and-misbranding/#.Ui3z0bHD_IU
http://news.softpedia.com/news/Android-WebView-Vulnerability-Allows-%20Cybercriminals-to-Install-Malicious-Software-383392.shtml
http://news.softpedia.com/news/Android-WebView-Vulnerability-Allows-%20Cybercriminals-to-Install-Malicious-Software-383392.shtml
http://news.softpedia.com/news/Researchers-Find-Third-Variant-of-OS-X-Tibet-Malware-382447.shtml
http://news.softpedia.com/news/Researchers-Find-Third-Variant-of-OS-X-Tibet-Malware-382447.shtml
http://news.softpedia.com/news/AVG-Warns-of-Fake-AVG-Antivirus-Apps-Hosted-on-Google-Play-381464.shtml
http://news.softpedia.com/news/AVG-Warns-of-Fake-AVG-Antivirus-Apps-Hosted-on-Google-Play-381464.shtml
http://news.softpedia.com/news/Android-Malware-Uses-SMTP-to-Send-Stolen-Information-381891.shtml
http://news.softpedia.com/news/Android-Malware-Uses-SMTP-to-Send-Stolen-Information-381891.shtml
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Google Calendar app for Android to send out spam calendar invites. Source: 
http://news.softpedia.com/news/Fraudsters-Abuse-Google-Calendar-for-Android-to-Send-Out-
Scam-Messages-381359.shtml 
 
Sykipot malware used to gather intel on U.S. civil aviation sector. Trend Micro researchers 
spotted the Sykipot malware being used in a new campaign targeting the U.S. civil aviation 
sector. Source: http://news.softpedia.com/news/Sykipot-Malware-Used-to-Gather-Intel-on-US-
Civil-Aviation-Sector-381440.shtml 

National Monuments and Icons 

Nothing Significant to Report 

Postal and Shipping 

Nothing Significant to Report 

Public Health 

UnitedHealth recalls digital health record software. An error that caused doctor’s notes about 
patient prescriptions to drop out of their files prompted UnitedHealth Group Inc. to recall 
software used in emergency departments in over 20 States. Each of the 35 facilities impacted 
received a digital fix for a bug in the Picis ED PulseCheck software. Source: 
http://www.bloomberg.com/news/2013-09-10/unitedhealth-recalls-digital-health-record-
software.html 
 
J&J recalls infant Motrin due to plastic specks. Johnson & Johnson recalled 200,000 bottles of 
Motrin Infant's Drops Original Berry Flavor due to the risk that they contain tiny plastic 
particles. The particles were discovered during the manufacturing process and officials are 
unsure if the recalled bottles actually contain the specs of PTFE. Source: 
http://news.msn.com/us/jandj-recalls-infant-motrin-due-to-plastic-specks 

Transportation 

(California) FBI arrests ex-TSA worker after LA airport threats. A former Transportation 
Security Administration security screener was taken into FBI custody after allegedly making 
threats to the Los Angeles International Airport forcing officials to clear terminals in the airport 
September 10. Source: http://news.msn.com/crime-justice/fbi-arrests-ex-tsa-worker-after-la-
airport-threats 

Water and Dams 

Nothing Significant to Report 

http://news.softpedia.com/news/Fraudsters-Abuse-Google-Calendar-for-Android-to-Send-Out-Scam-Messages-381359.shtml
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Homeland Security Contacts 

 

To report a homeland security incident, please contact your local law enforcement agency or 

one of these agencies: North Dakota State and Local Intelligence Center: 866-885-8295(IN ND 

ONLY); Email: ndslic@nd.gov; Fax: 701-328-8175 State Radio: 800-472-2121; Bureau of 

Criminal Investigation (BCI): 701-328-5500; North Dakota Highway Patrol: 701-328-2455;      

US Attorney's Office Intel Analyst: 701-297-7400; Bismarck FBI: 701-223-4875; Fargo FBI: 701-

232-7241. 

To contribute to this summary or if you have questions or comments, please contact: 

Kirk Hagel, ND Division of Homeland Security kihagel@nd.gov, 701-328-8168 

mailto:ndslic@nd.gov
mailto:kihagel@nd.gov

